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Internet law, also known as cyber law, is one of the newest sections of legal studies and litigation. 
The origin of this field of law can be traced back to the mid-1990s, around the time the Internet 
became available to the general public. When the Internet emerged, regulation did not seem 
necessary. However, with ever-increasing numbers of users, and the wide variety of online activities, 
Internet-related activities cannot do without law and regulation. This entry further describes 
Internet law and discusses legally relevant characteristics of the Internet. It then discusses the 
various fields of Internet law: Internet governance, intellectual property, e-commerce, cybercrime 
and cybersecurity, and data protection and  privacy. 
Internet law can be described briefly as the field of law where the Internet plays a central role in the 
legal analysis. Existing law, sometimes after interpretation, is often used to solve Internet law issues. 
Many laws were written when the Internet did not exist or at least not in the way it does today. 
These laws were never meant for the Internet, where a single ‘click’ can have immense 
consequences and easily an almost infinite amount of people can be reached. There are also new 
norms that were specifically drafted for the Internet, such as those dealing with spam, cookies, 
electronic contracting, and cybercrime. The applicable legal framework is in a constant process of 
development. 
Some people argue that Internet law is merely a combination of traditional fields of law. During the 
early years of the Internet, Judge Frank Easterbrook infamously used the term ‘the Law of the Horse’ 
in this context. With this term he fiercely argued against the notion of defining Internet law as a 
separate section of legal studies and litigation. In his opinion, focusing on law related to the Internet 
as such would be just as insignificant as creating an independent field of law for horses. The 
technical development of the Internet accelerated, turning it into a digital complexity that has taken 
an indispensable role in our society. That is why other people argue one needs specialized lawyers 
for Internet law who have a thorough understanding of the Internet. Whatever position is taken, in 
law practice many lawyers work on Internet law related issues and in university special bachelor and 
master programs focus on Internet law. 
1.1 Legally Relevant Characteristics of the Internet 
In Internet law, related characteristics of the Internet can play a significant role in the legal analysis. 
First, the cross-border nature of the Internet leads to jurisdictional problems. On the one hand, with 
online activity it is not always easy to determine what law should apply, and on the other hand many 
countries can claim jurisdiction for the same activity. 
Second, activities on the Internet can easily be performed anonymously. This has consequences in 
terms of accountability. For instance, the person behind a threat or insult is not always traceable, 
and to attribute cyberattacks to a particular criminal, hostile government, terrorist, or activist is 
difficult. 
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Third, activities on the Internet are subject to a substantially larger scalability than in the physical 
world. Any action performed by someone on the Internet is in theory accessible by everyone with 
access to the Internet. This cannot be said for other fields of law where the consequences are 
generally territorially limited. The Internet is transnational, and it is therefore rather difficult to 
determine which national law is applicable. 
Fourth, the Internet and the corresponding technologies are constantly evolving. Regarding these 
developments, in order to keep pace laws should be formulated in an open and technology-neutral 
manner. In doing so, it is possible for governments to keep up with current technology as long as the 
open standards are not too vague or ambiguous. In addition, the Internet is both technically and 
organizationally complex. When working on Internet law, sufficient knowledge of the Internet and 
the corresponding technical difficulties is needed. 
1.2 Internet Law Fields 
There is a growing group of Internet lawyers, but the number of topics is so huge it is hardly possible 
for a single individual to cover all. Among the topics covered in Internet law are online gambling, 
electronic payments, cyber warfare, Internet service provider (ISP) liability, online defamation, data 
retention, hate speech, revenge porn, big data, and social media issues. A prominent sub field is 
freedom of speech. Due to the scalability of the Internet, individuals can reach the whole world 
almost instantaneously. This brings with it responsibilities, as not all countries allow free speech. 
Also, some states use the Internet to police their citizens.  
2 Internet Governance 
 
Internet governance entails drafting and applying shared principles, norms, and rules to online 
activities, both on a technical and societal level. Internet governance is usually defined as the 
development and application by governments, the private sector, and civil society of shared 
principles, norms, decision-making procedures, and programs that give form to the development 
and use of the Internet. Internet governance may either be approached from a narrow or broad 
perspective. Following this dichotomy, Internet governance in the narrow sense only encompasses 
those questions that relate to the technical infrastructure or architecture of the Internet. Internet 
governance in the broad sense also encompasses those policy questions that are substantially 
different when viewed from an Internet perspective. Internet governance in the broad sense also 
includes topics such as freedom of expression, privacy, copyright, e-commerce, and the digital divide 
between rich, well connected countries and the developing world. 
When discussing questions such as if, how, and by whom the Internet should be regulated, it is 
important to realise that a complete separation between Internet governance in the narrow and 
broad sense cannot be made. When making decisions about the technical infrastructure or 
architecture of the Internet, topics regarding Internet governance in the broad sense can also be 
affected. For instance, technically one can either allow tracking cookies or not, and this technical 
decision has consequences for privacy. 
The complex issues regarding Internet governance can be approached from different angles. One is 
that the Internet is a free and self- governing place that should not be subject to any form of 
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government regulation, as John Perry Barlow stated in 1996 in his Declaration of the Independence 
of Cyberspace. However, some inherent characteristics of the Internet make it very difficult for 
governments not to interfere with the regulation of the Internet. 
Regulation of the Internet can be based on either national or international law. There is a tension 
between the inherent cross-border nature of internet and territorially bounded national law. 
International law is better suited to deal with the global nature of the Internet, but due to the 
different and sometimes opposing interests of countries involved, the drafting and signing of treaties 
is a slow, often unsuccessful process. An alternative are so-called transnational initiatives to regulate 
issues cross-border. The Internet Corporation for Assigned Names and Numbers (ICANN) is the most 
successful example of a transnational, non-governmental organization on the basis of agreements 
between interested parties who regulate the Internet. ICANN coordinates the main technical 
processes that allow Internet traffic. These processes are the domain name system (DNS) and the 
system for Internet Protocol (IP) addresses. 
Economic forces have a great influence on the question of how the Internet should be regulated. Big 
tech players act as semi-states and can set norms. They cannot act fully autonomously, however, for 
they have to take into account amongst others laws, as well as consumer and stakeholders interests. 
Finally, code and Internet architecture regulates the Internet. In his 1999 book Code and Other Laws 
of Cyberspace, Lawrence Lessig wrote, “Code is law” (p. 60) to refer to this concept. It depends on 
the issue being addressed which approach is most suited. Often a combination is ideal for solving the 
complex issues regarding Internet governance. 
One of the major themes within Internet governance is net neutrality. Net neutrality is about the 
principle of treating all Internet traffic the same and is primarily aimed at ISPs and governments. In a 
fully neutral Internet, no differentiation or discrimination is made between the provider, the service 
offered, or the type of information transferred over the Internet. Differentiation or discrimination 
can occur in the form of a distinction in costs, as well as data speeds. In June 2010, Chile became the 
first country in the world to enact a law guaranteeing net neutrality to a certain degree, with many 
other countries to follow. 
Closely related to net neutrality is Internet censorship, which involves controlling or prohibiting all 
different kinds of content on the Internet, in most cases by a governmental entity. Censorship is 
often used for political purposes, but can also be a means to protect societal norms or morals, for 
example by restricting access to pornography or content that promotes crime or hate against certain 
groups of society. Other reasons for censorship on the Internet could be for purposes of security, or 
for protecting intellectual property, as has been the case with governments in multiple jurisdictions 
prohibiting access to The Pirate Bay. 
Both net neutrality and the absence of censorship on the Internet are part of an ‘open Internet’, an 
idealistic concept in which every individual can freely use the Internet without government or third 
party interference. With certain legislators and governments continuously trying to regulate the 
Internet, a truly open Internet seems like mere fiction, at least as of 2016. 
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3 Intellectual Property 
 
The Internet is a public medium, but individual rights may need protection. Also, not all Internet 
content is freely accessible. Intellectual property rights exist for creations of the human mind. 
Intellectual property rights grant people prohibitive provisions, which they can independently assert. 
A wide variety of intellectual property rights exist such as patent law, design rights, plant variety 
rights, neighboring rights, and database rights. The two most prominent intellectual property rights 
in the area of Internet law are copyright law and trademark law. 
3.1 Copyright Law 
Copyright law protects creative works of authors by giving them an exclusive right of use and 
distribution. In the online context distribution of works can be referred to as communication to the 
public of those works. Copyright originates after mere creation of an original work, no registration is 
required. The threshold for originality is low, a couple of words or a simple picture or drawing can be 
enough. Copyright law has been internationally regulated by the Berne Convention of 1886, which 
by 2016 was signed by 172 countries. In 1996 the Berne Convention was extended to cover the 
digital environment by the World Intellectual Property Organization (WIPO) Copyright Treaty, which 
by 2016 was signed by 94 countries. The more general 1995 Agreement on Trade-Related Aspects of 
Intellectual Property Rights (TRIPS) by the World Trade Organization was signed by 164 countries by 
2016. 
Most online environments such as social media platforms, virtual worlds, and online games use 
licenses to grant a person the right to use their environment. These licenses also include terms 
stating that one remains the owner of copyright for whatever he or she creates, but at the same 
time the provider obtains an exclusive license to basically do whatever they want with the content. 
In general, on the Internet one has the right to watch a video, listen to a song, or read a text, but to 
distribute or publish copyright protected works, such as uploading a copyright protected picture or 
video to one’s website, an individual needs permission from the copyright holder. Permission is not 
necessary in case of certain exempted uses, such as when a work is used in a parody. An important 
general exemption is fair use. In the United States, four factors are considered to determine whether 
a specific use of a work is permissible under fair use: the purpose and character of use; the nature of 
the copyrighted work; the amount and substantiality of the portion taken, and; the effect of the use 
upon the potential market. This approach results in a so called open norm system. Another approach 
is taken by the European Union where an exhaustive list of dozens of permitted exceptions and 
limitations to copyrights are defined. The EU member states can choose from this list which 
exceptions they wish to introduce in their national law. 
Copyright law has been under pressure due to the explosive rise of the Internet, e.g. anonymity and 
global accessibility facilitate copyright infringements. Users can easily up- and download copyright 
infringing material. A commonly used method of sharing works on the Internet is by hyperlinks. 
BitTorrent sites such as The Pirate Bay share links to illegal content and allow large groups of people 
to easily download copyright protected works. The links refer to computers of individual users, so 
the platform just redirects, and hosts no illegal content. The users host the content, and the default 
protocol is that a user who downloads at the same time uploads material. Rights holders and in 
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particular rights management organizations sometimes take action against ordinary users, but 
normally legal actions are restricted to large scale infringements. As the central communication 
nodes in Internet communication, ISPs are often asked to assist rights holders. So-called notice-and-
take-down procedures are offered by most online hosts as an extra service for users to report illegal 
content which can then be removed accordingly. 
Internet intermediaries (e.g., search engines, ISPs and social media platforms) contribute to 
infringements, often unwillingly, by facilitating access to infringing content. Liability of Internet 
intermediaries is one of the central themes in cyber law, both in academia and law and policy. 
Basically, ISPs cannot be held liable if they act as a neutral third party just transferring information 
passively and technically, so not playing an active role and neither having knowledge nor control 
over the data. One of the first legal codes to establish this immunity for liability was the 1998 US 
Digital Millennium Copyright Act. 
Undeniably, the Internet also has a positive effect on the distribution of original works. It is easy for 
authors to spread and sell their creations. For example, artists can upload, play, and share their 
content via services such as SoundCloud and YouTube. Streaming services such as Netflix and Spotify 
demonstrate that, at least in some cases, users are willing to pay for online content. The popularity 
of these services has resulted in a decrease of Internet piracy. 
3.2 Trademark Law 
A trademark is a symbol, name, design, or feature which companies use to distinguish themselves, 
and also inform customers of the origins of a product. In order to obtain a trademark, a company 
must register it. Companies often try to acquire and renew trademarks, as they give the company 
more legal security than copyrights do. 
Trademark holders can utilize the Internet to boost awareness of their brands through the use of 
online advertising services such as Google Adwords. The Internet created new trademarks such as 
Amazon, but also facilitates infringements. For instance, both the American and Chinese 
governments have criticized e-commerce sites run by Alibaba for selling knock-off products branded 
with the companies' logos, which poses a serious threat to trademark holders' image, and also risks 
profit loss, as cheaper alternatives of their products become available. 
A nuisance in the realm of trademarks directly linked to the Internet are so-called domain name 
grabbers or cybersquatters: people who register domain names similar to those of well-established 
brands in hopes of exploiting the trademark owning company for monetary benefits. A common 
form of cybersquatting is typosquatting, where domains similar to those of well-known trademarks 
or domain names are registered in hopes of selling the domain name to the website owners 
themselves. For instance, typosquatters register domains such as 'Goggle' or 'Gooogle' in the hope 
users misspell Google. If they do so, users are directed to a website full of advertisements. 
Cybersquat cases can be settled quickly, inexpensively, and out-of-court through online dispute 
resolution (ODR). Various ODR platforms have been created that offer the ICANN Uniform Domain-






The ‘e’ in e-commerce refers to electronic. Electronic commerce concerns the buying or selling of 
goods or services via the Internet. When shopping on the Internet, either receiving online services or 
ordering products, trade related provisions become relevant. These differ from the regular 
provisions on commerce and are therefore labelled as e-commerce law. The first company that 
completed an online sale was Pizza Hut in 1994. In 2010 the first Bitcoin payment of a non-Internet 
service concerned the ordering of two pizzas. E-commerce has become a relevant part of retail sales. 
Statistics show that in 2016, e-commerce sales make up 8.7% of the total retail sales worldwide and 
is expected to grow. 
4.1 From the Shop to Web 
The Internet dramatically changed business transactions. There are some aspects of e-commerce 
that mirror “old-fashioned” commerce. For example, concluding a contract involves a buyer and a 
seller. In that sense, e-commerce is not different from going to a brick and mortar store. However, 
when shopping, online buyers cannot inspect and hold the product in their hands before the 
purchase. Moreover, buyers encounter risks such as fraud or non-receipt of goods, as they often do 
not know the other party’s identity and whereabouts. This is in particular the case for global 
consumer-to-consumer business via online platforms. 
E-commerce has enabled cross-border shopping to become much more accessible and feasible. An 
international law principle in this context is country of origin as opposed to country of destination. 
The former principle implies the provider of goods or services must comply with the rules of the 
country where the company is established or the person lives. The latter principle is sometimes used 
in the case of consumer protection, allowing reliance on the home country law of the recipient of 
the service. 
4.2 Four Examples of E-commerce Regulation 
This section discusses four examples to detail differences between traditional commerce and e-
commerce. 
The distance between contracting parties is the most obvious difference. The lack of “touch-and-
feel” can be remedied by a legal right to return objects purchased at a distance, as exists in the 
European Union. In general information requirements or disclosure duties can help to remedy the 
lack of proximity. Information about the main characteristics of the product or service helps to make 
an informed decision. Other relevant information concerns the name of the seller, his or her physical 
location, and how he or she could be contacted directly (e.g. by e-mail or phone). 
The concurrence of wills is the legal situation in which the will of all parties involved is aimed at 
entering into a contract. It is key in every contract and therefore essential for commerce. In the 
offline world, a party’s will can in principle be shown, and later proven, by signing a contract. When a 
contract is signed online, how can one be sure that the other party is not an imposter? On the 
Internet so-called trusted third parties are used to issue certificates only when they have validated 
the identity of a party. When both parties have digitally signed a document, the trusted third party 
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returns the document to the parties with a so-called tamper-evident seal. This seal shows whether 
the document has been altered since the signing of the document. 
Payment is another key element in any form of commerce. E-payment is an online equivalent for e-
commerce for which basically two payment methods are used. First, money can be transferred 
through e-payment tools. Companies traditionally responsible for transferring money in the 
analogue financial system have largely incorporated e-payment into their day-to-day business. 
Second, online money is referred to as e-cash. E-cash can be an electronic variant of existing 
expressed currencies but can also only exist online in forms such as Bitcoin. Bitcoins uses a peer-to-
peer network that operates on top of the Internet and like the Internet are decentralized and 
distributed, so not controlled by a central authority like a bank. The peer-to-peer protocol uses 
encryption, which is why the “coins” are referred to as cryptocurrencies. The value of e-currencies 
fluctuates freely related to currencies that are controlled by central banks and also exist in the off-
line world. E-cash challenges governments all around the world if they wish to maintain some 
control over commerce. 
Geo-id software can be used for price discrimination, by changing the price based on where the 
buyer seems to be located based on its IP address. A particular application of geo-id software is 
geoblocking, which is used to control the distribution of goods and/or digital content. One 
application relates to limiting the ability of consumers, based on their location, to purchase goods or 
have access to digital content. This practice touches on the freedom to conduct a business and have 
fair (online) competition.  
Geo-blocking may affect cross-border e-commerce in a negative way, since it prevents consumers 
from purchasing goods or accessing online digital content from other countries. More generally, 
realizing fair competition is a challenge governments continuously face. On the one hand, markets 
that used to be local nowadays have more competition due to international e-commerce. This 
means that resources are managed in a different way and prices can drop. On the other hand, 
globalization leads to bigger and more powerful companies, which leaves little opportunity for new 
companies to join the market. These issues are also recognized by the European Union. The 
European Commission as well as the US Federal Trade Commission aim to protect consumer choice 
and ensure equal opportunities to compete. In order to achieve that in a global setting, effective 
international regulation is necessary. 
5 Cybercrime and Cybersecurity 
 
Large-scale and intensive use of the Internet inevitably makes it vulnerable to crime. Next to 
regulating online crimes and investigative powers, trying to create a safe and secure Internet is part 
of the area of cybersecurity. In the mid-1990s cyberspace was mainly seen as a helpful tool to send a 
note to someone, but now nearly the entire physical world and its economy depends on it. Along 
with the development of the Internet and its benefits, new ways of stealing, breaking in, bullying, 
deceiving, and other sorts of misbehavior and crimes arose. Moreover, all these crimes were no 
longer committed in a physical world, but in a virtual, cyber world which is, compared to earth, far 
more complex and bigger. For example, earth has countries and all countries have borders. These 
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borders determine what country has the right to prosecute. In simpler terms: If one steals something 
in France, France has the right to prosecute. 
Countries face a dilemma when a crime is committed in a world without borders, or any other 
physical appearance whatsoever. The following question arises: “Which country is entitled to 
prosecute?” And even if it is clear which country can prosecute, it is not easy to trace the offender in 
cyberspace. There is no physical evidence to look for and offenders who know what they are doing 
can quite easily cover most of their traces.  
Another big difference between a physical crime and cybercrime is the scale on which crimes can be 
committed. A professional hacker can target a nearly infinite number of other electronic devices 
with the right knowledge and equipment. Having said that, although cyberspace and the physical 
world firmly depend on each other, they are very hard to compare. This section describes how 
cyberspace is protected by technology and the new types of crimes the cyber world has brought us. 
5.1 Cybersecurity 
Society’s dependence on the Internet leads to a growing responsibility for governments and 
companies to maintain and protect the Internet’s infrastructure and to keep all data classified and 
private when needed. Without going into all technical details on how to protect a computer or a 
network, the best way to explain cybersecurity is as the body of technologies, processes, and 
practices designed to protect networks, computers, programs, and data from attack, damage, or 
unauthorized access. One of the biggest difficulties in maintaining a good and secure cyber 
environment is the constantly changing and evolving nature of security risks. The threats are 
advancing faster than our ability to keep up with them and any description of the risk to a particular 
system quickly becomes out of date. 
5.2 Definition of Cybercrime 
Cybercrime, also known as computer crime, is an illegal activity involving computer devices or 
computer networks. As most electronic devices contain computer chips, it is possible for anyone to 
become a victim of this criminal activity even without the use of ICT resources. This is because the 
chips can be manipulated easily by computer criminals. Since the Internet knows no borders, 
cybercrime knows none as well, and therefore governments needed a treaty to accomplish an easier 
way of prosecuting cross-borders and better co-operation between nations.  
The 2001 Budapest Convention was created by the Council of Europe with the objective to pursue a 
common criminal policy aimed at the protection of society against cybercrime, especially by 
adopting appropriate legislation and fostering international cooperation. In 2016, 51 countries have 
signed and ratified this convention, including non-members of the Council of Europe such as the 
United States, Japan, and Canada. All countries have different law enforcement agencies and 
different laws to prosecute cybercrime, but the Budapest Convention makes sure countries have 
some coherence when creating laws to effectively fight cybercrime. 
5.3 Types of Cybercrimes 
New kinds of crime have developed and some already existing crimes have moved online such as 
child pornography, online theft of virtual objects, cyberstalking and identity theft. Cybercrimes can 
typically be divided into low-tech crimes (cyber-enabled crimes) or high-tech crimes (advanced 
cybercrimes). The main difference between these types is that high-tech cybercrimes are complex 
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attacks targeted at computer hardware and software, whereas low-tech cybercrimes are crimes that 
focus on the more traditional crimes that occur in everyday society while using a computer and/or 
an Internet connection. 
A clear example of Internet criminality is phishing, which can be considered a high-tech crime. With 
this type of fraud the attacker tries to discover information, mostly account information, by sending 
e-mails or creating pages that look like legitimate company websites. When targets bite the “bait”, 
the attacker can manipulate or use the targets’ information. Furthermore, phishing can be used to 
install malware on the user’s device. Malware, short for malicious software, refers to the use of 
software designed to damage or disrupt a device. By installing malware, cybercriminals can gather 
personal information, easily delete or manipulate files on storing devices, or take over one’s 
computer. An example of a low-tech cybercrime is online identity fraud. Online identity fraud occurs 
when a cybercriminal uses a stolen identity on social media to deceive the public or to obtain goods 
or services. 
5.4 Prosecution of Cybercrime 
The chances of being caught for committing a cybercrime are relatively small. Most law enforcement 
agencies do not have enough resources to effectively prosecute cybercriminals. The impact of 
cybercrime, however, can be huge, because cybercriminals can easily reach a large group of people. 
Not only the scale on which a cybercrime can operate is a problem, the international character of 
cybercrime is even more problematic. Merely one mouse click gives criminals the capability to reach 
a large group and bridge large distances instantaneously. Prosecuting a criminal that lives in a 
country that did not sign the Budapest Convention requires a lot of paperwork, and cooperation is 
not guaranteed. 
6 Internet Privacy and data protection 
 
Privacy issues are receiving increasing attention worldwide. Privacy is described as the fundamental 
right to be left alone. Guaranteeing this right in the virtual world has proven to be much more 
difficult than in the physical world. The protection of people’s fundamental right to privacy therefore 
requires active governance. 
The concept of privacy has been known and written about throughout (Western) human history 
dating back to the writings of Aristotle. But it was not until 1890 that it was introduced into the legal 
domain as “the right to be let alone”, when the article “The Right to Privacy” by Samuel Warren and 
Louis Brandeis appeared in the Harvard Law Review. The authors expanded on the theme of privacy 
as a fundamental right. Since then, it has become a fixture in Western judicial systems and more 
recently in the rest of the world. Since the introduction of the World Wide Web in the early 1990s 
the right to privacy has become an important issue that is inextricably linked to the digital 
revolution. 
While the concept of privacy initially applied to protecting one’s personal space, in the digital age, 
the conditions of privacy primarily concern the protection of personal information and the data 
gathered from the digital footprint a person leaves behind on the Internet. Considering the fact that 
the Internet has become a significant part of domestic life as well, varying from the parking meter in 
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the street to the smart refrigerator in the kitchen, it means that almost everything is becoming 
connected. With this, a limitless amount of data is being gathered. The gathering of data and the 
possible abuse of information makes data protection a very important issue in this era. Whether it is 
the unauthorized use or misuse of data by third parties or the continuity and availability thereof, 
data protection is a vital aspect of protecting privacy. In the EU Charter the protection of personal 
data has even been introduced as a fundamental right, next to privacy. 
6.1 The Internet Evolution 
In the evolution of the Internet two phases can be discerned. In the early 1990s, websites were 
approached as an information resource. There was no interaction between the website visitor and 
the website proprietor. As a consequence, web browsing was fairly anonymous. A visitor had no 
online identity, because there was little or no need for it. Since the introduction of more interactive 
websites in the early 2000s in what has been called Web 2.0, an online identity has become more 
necessary for a variety of tasks, from buying consumer products to taking care of finances. This 
development bears a strong correlation with the fact that an increased part of the average person’s 
life takes place on the Internet. It is not merely an information resource anymore; every daily 
activity, including shopping, leisure, social life, and finances, has an online equivalent. For all of these 
activities, an online identity is essential. 
6.2 Digital Footprint 
As a direct consequence of this development, one’s steps on the Internet leaves a digital footprint. 
Whether it is through an IP address, search engine history, tracking cookies, or simply through social 
networks, all activity is registered. The bread crumbs people leave behind while browsing the 
Internet tell a lot about a person. Through this information, patterns start to emerge and people 
become predictable. This information has become an increasingly valuable commodity since the 
1990s. The datafication of human behaviour online has enormous value. Many companies are built 
on the exploitation of personal data. Certain services and products seem to be free of cost on the 
Internet and for that reason they are very popular, but behind this facade, companies are earning 
unprecedented amounts of money from the information that is being generated by their services 
and products. 
6.3 Regulation 
Many people have little awareness about the ways their data are being registered and monetized, 
nor are they aware that their activities are being monitored by government agencies from around 
the world. Regulation in this area is particularly difficult because of the transnational nature of the 
Internet. There are international treaties in which the right to privacy is addressed, such as the 
International Covenant on Civil and Political Rights, adopted by the United Nations General Assembly 
in 1966, but these are not specifically aimed at the current state of technology and the problems 
that arise with it. In Europe the European Convention on Human Rights also addresses the issue of 
privacy and the European Court of Human Rights helps to define the current state of privacy laws 
through its case law. 
6.4 Personal Data Protection 
Privacy on the Internet is a broad concept that entails more than just the protection of one’s data. 
The right to be left alone is defined in a way that is no longer sufficient to protect personal data. This 
insufficiency is a result of the differences in power and technological possibilities between data 
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controllers and data subjects. The discrepancy in informational power has led to principles and 
regulatory measures for the protection of personal data because of fears about possible 
infringement on personal life by technological developments. 
Personal data consists of information regarding individuals and their behaviour or data that can 
identify a living individual. Anything that can be done with data is called processing. Examples of this 
are the gathering, ordering, storing, securing, and disposing of data. Data subjects are individuals to 
whom the information relates. The data controller can be defined as the entity that determines the 
purpose and means by which the data are processed. The party that realizes factual processing of 
the personal data is the data processor. 
Laws and principles regulating the processing of data mainly aim for an adequate quality of gathered 
data. Furthermore, these laws and principles aim for subjects to be able to influence the processing 
of these data, to ensure a certain level of privacy. Lastly, it aims for the control of one’s online 
identity. The control of data subjects over their data is referred to as the right of self-determination. 
The recent EU legislation, the General Data Protection Regulation (GDPR), has global pretentions and 
aims to strengthen the control of data subjects. In our age of datafication total control is an illusion. 
The principle of fair and lawful processing stands at the core of the protection of personal data, 
which can be separated into several concrete principles. Because of the global effects of the Internet 
the protection of data is not limited to a single country. The transfer of personal data across 
different countries can be an issue because of discrepancies in the standard of protection in 
different sovereign countries, each with their own laws and principles regarding data protection. 
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